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Manual pre uzivatel'ov ECAS

European Commission Authentication System (ECAS) je sluzba, ktora umoZiiuje
uzZivatelom pristup k vécSine elektronickych systémov vyvinutych alebo pouZivanych

europskymi institaciami.

Ulohou tohto manualu je vysvetlit® vam, ako sa musite v ECAS zaregistrovat’ po prvy raz a

ako zmenit’ vase heslo a osobné udaje.

Meno a heslo vytvorené pre ECAS budete pouZivat pre akykol'vek d’alsi systém s

autentizaciou ECAS , ktory spravuje Eurépska komisia.
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Registracia v ECAS (priemerny ¢as:5 minit)

1. Otvorte nasledujucu stranku: https://webgate.ec.europa.eu/cas

Webova stranka bude vyzerat’ podobne ako nizSie uvedeny obrazok.

Contact | Search | Legal notice | Privacy Statement ' English (en) v

EUROPEAN COMMISSION AUTHENTICATION SERVICE
L (ECAS)

European

Commission European Commission

Intracomm > Authentication Service > Login

New password ~ Sign Up  Help

Login Not registered yet

Is the selected domain correct?
European Commission Change it

( authenticates your identity on ) Username or e-mail address

T V]

Password

P More options...

Lost vour password?

* Required fields

Or log in with your

D Mobile phone E Token eld

Last update: 23/05/2012 (3.0.1-m) | 6 ms | & Top

2. Vyberte si jazyk z menu vl'avo hore, ak sa stranka zobrazi v inom jazyku.

English [en) -

Benrapckn (bg)
testina [cs)
dansk [da)
Deutsch [de}

francais (fr)

italiano (it}

latwiesu [Iv)

lietuwiy (It]

magyar [hu)

Malti [mt}

Mederlands [nl)
A pelski (pl)

Jportugués [pt)
romana [ro)
slowencina [sk)
slowenz&ina [sl)
suomi [fi)

svenska [sv)
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https://webgate.ec.europa.eu/cas

3. Kliknite na ,,Registracia v rimci sluzby ECAS". Nasledne sa objavi registraény formular.

Sign Up

Help for external users

Choose a username

First name =

Last name ©

E-mail =

Confirm e-mail =

E-mail language ~ English (en) -

Enter the code =

[[] Privacy statement: by checking this box, you
acknowledge that you have read and
understood the privacy statement

* Required fields

4. Vyplnte povinné polia v registraénom formulari uzivatel'a a vyberte si preferovany jazyk.
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5. Precitajte si a odstihlaste stanovisko k osobnym udajom.

@ 1AM Privacy Statement - Windows Internet Explorer o] = ]

Contact | Search | Legal notice | Privacy Statement English (en) |

EUROPEAN COMMISSION AUTHENTICATION SERVICE
(ECAS)

European - -
European Commission I

Intracomm » Authentication Service » Privacy Statement

m

2 login  New password  Sign Up ~ Help

! Is the selected domain correct? European Commission Change it

Privacy Statement

ered with the European Commission's Identity Management Service

1. What is the Identity Management Service?

The European Commission's Identity Management Service (IMS) provides a common way for users to register or be registered for access
to a number of different Commission information systems or services (referred to hereafter as sites).

You are affected by this privacy statement if you use the European Commission Authentication Service (ECAS) when logaging into
Commission sites, as it means that you have been registered in IMS.

Users include the Commission's own staff, personnel of other organisations and members of the public.
Registration may occur:

¥ at the initiative of 3 user or of the organisation that the user belongs to or represents
* by means of an automatic transfer of information from the user's organisation to the Commission
¥ by means of direct entry of the relevant information by the user

IM5 includes facilities for authenticating registered users and controlling their access to Commission sites.

In each case, the personal data that is recorded is governed by Regulation (EC) 45/2001.

IMS falls under the responsibility of the Controller, Mr F. Garcia Moran, Director General, Informatics DG. Further responsibility lies with -
< i | »

6. Vpiste znaky, ktoré sa objavia na ochrannom overovacom obrazku. Ak nie su dostato¢ne

Citatel'né, kliknite na linku ,,Skusit’ iny text pre ziskanie nového obrazku.

Enter the code = |

7. Kliknite na ,,Zaregistrovat’ sa“. Objavi sa sprava s potvrdenim.
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Contact | Search | Legal notice | Privacy Statement  English {en)

EUROPEAN COMMISSION AUTHENTICATION SERVICE
: (ECAS)

External

EUROPA > Authentica > Sign Up
L login  New password RGBS Help
! 15 the selected domain correct? External Change it
Sign Up

Thank you for registering, you will receive an e-mail allowing you to complete the registration process.

Last update: 23/05/2012 (3.0.1-m) | 622 ms | & Top

8. V priebehu niekol’kych minit vam bude zaslany automatickd emailova sprava na adresu,
ktora ste uviedli v Registracnom formulari uzivatela. Emailova sprava bude obsahovat

uzivatel'ské meno k vaSmu kontu a linku pre vytvorenie nového hesla.

9. Kiliknite na linku v e-mailovej sprave. Budete presmerovany na webovl stranku, kde si
vytvorite nové prihlasovacie heslo pre Vas ucet.

Upozornenie: Na vytvorenie nového hesla mate len 90 minit. Ak nedostanete e-mailovi
spravu alebo nestihnete vytvorit’ nové heslo do 90 minut, pouZite postup , Forgotten

password" (Zabudli ste heslo?) popisany v prirucke.
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10. Vyplite formular. Venujte pozornost’ pravidlam na vytvorenie hesla.

Contact | Search | Legal notice | Privacy Statement English (en) -

EUROPEAN COMMISSION AUTHENTICATION SERVICE
(ECAS)

European

Commission External

EUROPA 3 Authentication Service » New password
2 login  New password = Sign Up  Help
! 1s the selected domain correct? External Change it

New password

Please choose your new password.

Username | |

MNew password = | |

Confirm new password = | |

* Required fields

Passwords cannot include your username and must contain at least 10 characters chosen from at least three of the following four character groups (white
space permitted):

¥ Upper Case: Ato Z
» lower Case:atoz
* Numeric: 0 to 9

¥ Special Characters:!"#5%&'()*+,-./1;===?@0\]"_"{|~

Examples: wcBege_I_| bkxoo9di] 0Q.ZfoBN33

[Generate other sample passwords]

Last update: 23/05/2012 (3.0.1-m) | 45 ms | & Top

11. Kliknite na ,,PoZiadat’ o nové heslo". Zobrazi sa Vam sprava s potvrdenim.

12. Proces vytvorenia hesla je ukonceny. Teraz sa mozete prihldsit do ECAS prostrednictvom
Vasho prihlasovacieho mena (alebo e-mailovej adresy) a hesla, ktoré ste si prave vytvorili,

kliknutim na ,,Prihlasenie” na prvej strane.

Svoje prihlasovacie meno a heslo uchovajte na bezpeénom mieste. Ak zabudnete
prihlasovacie meno, vidy sa moZete prihlasit’ pouZitim vaSej e-mailovej adresy, ktoru ste

uviedli v registra¢nom formulari.
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Zabudnuté heslo (priemerny €as: 5 minut)

Na zmenu hesla je mozné pouzit’ aj postup pri ,,zabudnutom hesle®. V oboch pripadoch — zmena

hesla a jeho obnova v pripade, Ze ste zabudli heslo — je postup rovnaky.

1. Otvorte stranku: https://webgate.ec.europa.eu/cas/

Contact | Search | Legal notice | Privacy Statement ' English (en) -

EUROPEAN COMMISSION AUTHENTICATION SERVICE
(ECAS)

*
* %

European

Commission European Commission

Intracomm > Authentication Service > Login

New password  Sign Up  Help

Login Not registered yet

Is the selected domain correct?
European Commission Change it

( authenticates your identity on ) Username or e-mail address

= W,

Password

P More options...

Lost your password?

* Required fields

Or log in with your

D Mobile phone E Token eld

Last update: 23/05/2012 (3.0.1-m) | 6 ms | & Top

2. Kliknite na ,,Nové heslo®.

3. Vyplite formular Ziadosti o nové heslo. Pri tomto postupe pouzite Vasu e-mailov adresu
alebo prihlasovacie meno registrované v ECAS.
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New password

Username or e-mail address =

Confirm username or e-mail address =

Enter the code =

Get a password

* Required fields

4. Vpiste znaky, ktoré sa objavia na ochrannom overovacom obrazku. Ak nie st

dostatocne Citatel'né, kliknite na linku ,,Skusit’ iny text* pre ziskanie nového obrazku.

Enter the code =

5. Kliknite na policko ,,Poziadat’ o heslo*.
6. Na vasu emailovu adresu bude zaslana automaticka emailova sprava.

7. 'V prijatej emailovej sprave kliknite na linku na opatovné nastavenie vaSho ECAS hesla.

Upozornenie: Na kliknutie na linku, ktoru ste dostali mailom na obnovu alebo zmenu Vasho
hesla, mate len 90 minat. Ak nedostanete e-mailovii spravu alebo nestihnete vytvorit’ nové
heslo do 90 minut, postup opakujte. DalSie informacie sii uvedené v poslednej asti tejto

prirucky.
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8. Vyplite formular pre nové heslo. Venujte pozornost’ pravidlam na vytvorenie hesla.

Contact | Search | Legal notice | Privacy Statement  English (en} =

EUROPEAN COMMISSION AUTHENTICATION SERVICE
(ECAS)

E
External

EUROPA > Authentication Service > New vard

2 login - New password ~ Sign Up ~ Help

! Is the selected domain correct? External Change it

New password

Please choose your new passwaord.

Username | |

MNew password = | |

Confirm new password * | |

* Required fields

Paszswords cannot include your username and must contain at least 10 characters chosen from at least three of the following four character groups (white
space permitted):

} Upper Case: Ato Z

' lowerCase:atoz

* Numeric: 0to 9

} Special Characters:!"#$%&'()*+,-./1;<==2@[0\]"_ {|3~

Examples: wcBege_I_E HbKxoo8d)J i gQ.ZfoBN33

[Generate other sample passwords]

Last update: 23/05/2012 (3.0.1-m) | 45 ms | & Top

9. Kliknite na ,,Poziadat’ o heslo“. Zobrazi sa Vam sprava s potvrdenim.
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Zmena mena, priezviska alebo emailovej adresy
(priemerny cas: 5 minut)

1. Otvore stranku https://webgate.ec.europa.eu/cas/ a prihlaste sa.

Contact | Search | Legal notice | Privacy Statement | English (en) v

EUROPEAN COMMISSION AUTHENTICATION SERVICE
M (ECAS)

European

Commission European Commission

Intracomm > Authentication Service > Login

New password  Sign Up  Help

Login Not registered yet

Is the selected domain correct?
European Commission Change it

( authenticates your identity on ) Username or e-mail address

2 L ]

Password

P More options...

Lost vour password?

* Required fields

Or log in with your

D Mobile phone E Token eld

Last update: 23/05/2012 (3.0.1-m) | 6 ms | & Top
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2. Uistite sa, ze doména je nastavena ako External. Ak nie je, kliknite na ,,Zmenit’ doménu‘ a

vyberte ,,In¢ ako eurdpska institticia alebo organ®.

Contact | Privacy Statemeant English (zn)

EUROPEAN COMMISSION AUTHENTICATION SERVICE
(ECAS)

European
External
EUROPA » Authentication Service » Where Are You From?

Where are you from?

Welcome to the European Commission Authentication Service (ECAS).

Choose the institution or body for which you want to log in. Choose "External” if you don't work for a Eurapean institution or body.

Choose "W+7" if you have a special external account composed of w and 7 digits.

If you aren't sure, select the "I don't know?" option for help.

Lod f \ .
| ! J
European Commission External
European Commission, Executive Agencies. Partners, Researchers, Citizens,
I have an account w + 7 digits. I don't know?
Special external accounts. More information about this screen.
Institutions § Regulatory Agencies § Joint Undertakings
A C E . . N . .
A R Ll Ll Ll n Ll
.A,m;y fae the Cooperarion ‘ﬂ}
of Energy Regilators v CONSILIUM
Agency for the Cooperation of Artemis Joint Undertaking Committee of the Regions Coundil of the European Union
Energy Regulatars (Brussels)
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3. Po prihléseni kliknite na ,,Informéacie o ucte”. Otvori sa stranka s Vasimi udajmi.
Contact | Search | Legal notice | Privacy Statement  English (2n) -

EUROPEAN COMMISSION AUTHENTICATION SERVICE
et (ECAS)

European
Cﬂmrpnissmr- External

EUROPA » Authentication Service » Account information

2 logout Change password Rieesliidisifolint1alsil Help

1 | External

Account information

» Modify my personal data

ersonal data >

» Delete your account

Delete your account >

* Manage my mobile phone numbers

Manage my mobile phone numbers >

* You can view the sessions opened for visited applications.

Display my sessions >

¥ You can link your eID to your ECAS account.

Link my elD >

My ECAS Account Details

Username

Domain External

Unique identifier at the Commission (uid)

Most recent login 30/05/2012 17:33 GMT+02:00
Previous login 26/04/2012 11:16 GMT+02:00
Account created 25/01/2012 12:01 GMT+01:00
Name

Email preferred language en

E-mail

Password last changed 25/01/2012 12:06 GMT+01:00

Password expires 23/07/2012 13:06 GMT+02:00
(as defined by the policy currently in force)

Passward last recet 2R/01/2012 12:06 GMT+01:00

4. Kliknite na ,,Upravit moje osobné udaje”.

5. Zmeite Vase udaje.
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6. Kliknite na ,,Odoslat™. Zobrazi sa sprava s potvrdenim a na Vasu e-mailovu adresu bude

automaticky zaslana sprava, aby ste potvrdili Vasu identitu.

Contact | Search | Legal notice | Privacy Statement | English (en) -

EUROPEAN COMMISSION AUTHENTICATION SERVICE
(ECAS)

Europ
Commission External

EUROPA > Authentication Service » User edit

X logout  Change password  Account information ~ Help

1 | External

User edit

Choose 3 username

First name = | |

Last name * | |

E-mail = | |

E-mail language En -

Last update: 23/05/2012 (3.0.1-m) | 315 ms | 4 Top

7. Kliknite na linku v sprave, ktora ste dostali. Objavi sa stranka s potvrdenim zmeny Vasej e-
mailovej adresy.
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Odstranenie uctu

1. Otvorte stranku https://webgate.ec.europa.eu/cas/ a prihlaste sa.

Contact | Search | Legal notice | Privacy Statement | English (en) v

EUROPEAN COMMISSION AUTHENTICATION SERVICE
L (ECAS)

European

Commission European Commission

Intracomm > Authentication Service > Login

New password  Sign Up  Help

Log iN ot registered yet

Is the selected domain correct?
European Commission Change it

( authenticates your identity on ) Username or e-mail address

2 R,

Password

P More options...

Lost your password?

* Required fields

Or log in with your

D Mobile phone E Token eld

Last update: 23/05/2012 (3.0.1-m) | 6 ms | & Top
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2. Uistite sa, ze doména je nastavena ako External. Ak nie je, kliknite na ,,Zmenit’ doménu‘ a

vyberte ,,In¢ ako eurdpska institcia alebo organ®.

Contact | Privacy Statement English (en) -

e EUROPEAN COMMISSION AUTHENTICATION SERVICE

e

(ECAS)

=
External

EUROPA > Authentica sice > Where Are You From?

Where are you from?

Welcome to the European Commission Authentication Service (ECAS).

Choose the institution or body for which you want to log in. Choose "External” if you don't work for a European institution or body.
Choose "W+7" if you have a special external account composed of w and 7 digits.

If you aren't sure, select the "I don’t know?" option for help.

- , \ —
L 1 Y
A\ J
L
European Commission External
European Commission, Executive Agencies. Partners, Researchers, Citizens.

W"7 . 0 .

I have an account w + 7 digits. I don't know?

Special external accounts. More information about this screen.

Regulatory Age Joint Undertakings

ACER ©

[ ey o Coapersion
of Energy Regulatars 3

By Regls CONSILIUM
Agency for the Cooperation of Artemis Joint Undertaking Committes of the Regions Council of the European Unian

Energy Regulators (Brussels)
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3. Po prihléseni kliknite na ,,Informéacie o ucte”. Otvori sa stranka s Vasimi udajmi.

Contact | Search | Legal notice | Privacy Statement  English (2n) -

EUROPEAN COMMISSION AUTHENTICATION SERVICE
et (ECAS)

European
Cﬂmrpnissmr- External

EUROPA » Authentication Service » Account information

2 logout Change password ount information gl

1 | External

Account information

» Modify my personal data

» Delete your account

Delete your account >

* Manage my mobile phone numbers

Manage my mobile phone numbers >

* You can view the sessions opened for visited applications.

¥ You can link your eID to your ECAS account.

Link my elD >

My ECAS Account Details

Username

Domain External

Unique identifier at the Commission (uid)

Most recent login 30/05/2012 17:33 GMT+02:00
Previous login 26/04/2012 11:16 GMT+02:00
Account created 25/01/2012 12:01 GMT+01:00
Name

Email preferred language en

E-mail

Password last changed 25/01/2012 12:06 GMT+01:00

Password expires 23/07/2012 13:06 GMT+02:00
(as defined by the policy currently in force)

Passward last recet 2R/01/2012 12:06 GMT+01:00
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4.

Kliknite na ,,Vymazanie vasho uctu”.

Contact | Search | Legal natice | Privacy Statement .Engl.ish (=n) -
Y EUROPEAN COMMISSION AUTHENTICATION SERVICE
(ECAS)
Eomostan External
EUROPA > Authentication Service > Account deletion confirmation
A Logout - Change password ~ Account information ~ Help
! | External
Delete your account
Warning! You are about to delete your ECAS account.
All access rights assigned to this account will be revoked. You will not be able to recover them.
Last update: 23/05/2012 (3.0.1-m) | 5 ms | & Top
5. Kliknite na ,,Vymazat™.
6. Potvrd’te svoj vyber. Vas Gcet je vymazany.
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Pravidla pre ucet ECAS

1. Ucet ECAS je jedine¢né a moZe byt spojené len s jednou zmenitelnou emailovou adresou.

2. Platnost’ uctu ECAS nikdy nevyprsi.

3. Ucet ECAS mdze byt uzamknuty. Toto opatrenie moze byt’ uplatnené iba v pripade 5
neuspesnych pokusov o prihlasenie. Uzamknutie je automaticky uvolnené po 15 minuatach.

Pravidla hesla ECAS

1. Heslo musi obsahovat’ minimalne 10 znakov z 3 zo 4 rozdielnych skupin znakov:
a. Velké pismena: A poZ
b. Malé pismena: a po z
c. Cislice:0to 9
d. Specialne znaky: !"#$%&'()*+,-./:;<=>?@[\]*_{]}~
2. Heslu vyprsi platnost’ po 180 diioch od jeho zmeny ¢i inicializacie.
3. 5 dni pred jeho vyprSanim obdrzite varovanie.
4. Heslo nemdze byt zmenené, pokial nie je aspon 1 den staré.

5. Poslednych 5 hesiel je ulozenych a nemézu byt opitovne pouzité.

Podpora pre ucet ECAS

1. Webova stranka pre ECAS Help: https://webgate.ec.europa.eu/cas/help.html

2. E-mailova adresa pre ECAS Helpdesk: DIGIT-USER-ACCESS@ec.europa.eu
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